Data protection policies for online meetings and video conferences via Zoom, WebEx, Microsoft
Teams and Wonder

Below we explain how we process personal data in regard to the use of Zoom, Cisco WebEx,
Microsoft Teams and Wonder.

Purpose of processing

We use Zoom, WebEx and Microsoft Teams to hold online meetings and video conferences
(hereinafter referred to as: ‘online meetings’).

Data protection policies

Zoom'’s data protection policy can be found here:
https://zoom.us/de-de/privacy-and-security.html

WebEXx’'s data protection policy can be found here:
https://help.webex.com/de-de/pdz31w/Cisco-Webex-Compliance-and-Certifications

MS Teams’ data protection policy can be found here:
https://news.microsoft.com/de-de/datenschutz-und-sicherheit-in-microsoft-teams-nutzer/

Data controller

The controller of data directly relating to the holding of online meetings is the ARL — Academy for
Territorial Development in the Leibniz Association, Vahrenwalder Str. 247, 30179 Hanover.

If you visit the websites of Zoom, Cisco WebEx, or Microsoft, the respective provider is the data
controller.

However, you only have to visit the Zoom and WebEx websites to download the software to use
Zoom and WebEx. The type and scope of data processing by Microsoft depends on the respective
Microsoft 365 service and the functions and options selected therein. To participate in conferences in
MS Teams, the user only needs to use Microsoft's website to download the MS Teams app.

You can also join Zoom and WebEx meetings by entering the respective Meeting ID and any other
access data for the meeting directly in the Zoom or WebEx app. With MS Teams, you can join
conferences in the app using a link, the integrated calendar in MS Teams or the respective chats or
Teams channels.

If you do not wish to or cannot use the Zoom, WebEx or MS Teams apps, you can also use the basic
functions in a browser version. Simply copy the invitation link into the address bar of your browser.
The browser version of Zoom can be found at https://zoom.us/join and WebEx at
https://signin.webex.com/join.
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What data is processed?

Various types of data are processed when using Zoom, WebEx, or MS Teams. The scope of data also
depends on what information you provide before or during an online meeting.

The following personal data are processed:

Information about the user: First name, surname, telephone number (optional), email address,
password (optional)

Online metadata: Topic, description (optional), participants’ IP addresses, device/hardware
information

With recordings (optional): MP4 file of all video and audio recordings, M4A file of all audio
recordings, text file of the online meeting chat.

When dialling in by telephone: Information about the incoming and outgoing telephone number,
country, start and end time. Other call detail records, such as the device’s IP address, may be stored.
Text, audio and video data: In an online meeting you may be able to use the chat, question or survey
functions as well as other functions for uploading and downloading files such as images, sounds,
videos or Office data. In this respect, the data provided by you will be processed so that it can be
shown in the online meeting and accessed, and if necessary minuted, by other participants during or
after the meeting.

In order to be able to display video and play back audio, the data from the microphone of your end
device and any video camera on the end device will be processed accordingly for the duration of the
meeting. You can switch off or mute the camera or microphone at any time yourself via the relevant
applications.

In order to participate in an online meeting or join the meeting room, you must at least provide your
name.

Scope of processing

The online meetings we hold using Zoom, WebEx, and MS Teams are not usually recorded. If we
want to record an online meeting, we will inform you transparently beforehand, stating the retention
period for the data, and will ask for your consent if necessary. If required for the purposes of
minuting the results of an online meeting, we will record the chat contents and state the respective
retention period. However, this will not usually be the case.

If you are a registered Zoom user or participate in a conference as a guest, online meeting data
(meeting metadata, data about the telephone dial-up, questions and answers in webinars, survey
function in webinars) can be saved in Zoom for up to one month.

Cisco retains personal data for as long as required to fulfil the purposes for which it was recorded.
The personal data is stored and used for as long as necessary to fulfil their business requirements
and legal obligations, to settle disputes, to conserve their resources and to enforce their contracts.

If you are a registered user of MS Teams or participate in a conference as a guest, online meeting
data (meeting metadata, data about the telephone dial-up, questions and answers in webinars,

survey function in webinars) can be stored in MS Teams for up to one month.

Automated decision-making as per Article 22 GDPR is not used.



Legal bases for data processing
Where the personal data of ARL employees is processed, Article 6(1) subpara. 1(a) GDPR is the legal
basis for this processing.

Recipient / Sharing of data

Personal data processed in relation to participation in online meetings in Zoom, WebEx, MS Teams
and Wonder is never shared with third parties unless it is intended to be shared.

Data processing outside of the European Union

Zoom, WebEx and MS Teams are services delivered by providers from the USA. The personal data is
thus also processed in a third country. An appropriate level of data protection is guaranteed through
standard data protection clauses as per Article 46(2) point (c) GDPR.

Your rights

You also have the right to withdraw your consent regarding the collection and processing of personal
data for the above purposes. In accordance with Article 15 GDPR, you have a right to obtain
information about the processing of your personal data. You can also exercise the right to the
rectification, erasure or, if erasure is not possible, restriction of the processing and to data portability
in accordance with Articles 16-18 and 20 GDPR. Should you wish to exercise this right, please contact
our data protection officer. You also have the right to lodge a complaint at any time with the
responsible regulatory authority. If you feel that personal data is not being processed in accordance
with data protection law, please contact our data protection officer.

Data protection officer

Data protection officer for the ARL:
Dr. Bittner Consulting GmbH & Co. KG
PodbielskistralRe 386

30659 Hannover

E-Mail: office@drbg.de

Regulatory authority
The state commissioner for data protection in Lower Saxony

PrinzenstraRe 5
30159 Hannover



